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When your SDLC is Nimble and Safe
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About The founder

cloud
Francesco Cipollone NSC42 cs4.

Founder - NSC42 LTD -

Nimble Security Consultancy (42 is the answer to the fundamental question of the universe (hitchhiker guide to the galaxy)

LONDON

| have been in CISO and consulted with many organization. | was unhappy with the status
quo and the fact that the cloud was an unknown and securing it seemed even more
obscure art.

My mantra is people first technology, having an offering that combined the people aspect,
and the technology was key to me

| want to empower organization to have clear visibility on their cloud environment and apply
data driven and risk-based decision on what to fix.

we have been serving several organization helping them securing their application security
journey like HSBC
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UNITED NATIONS

People and technology, this should be the norm

Visibility and data driven/risk-based decision is the modern security
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Our Solution

Trust & Clarity _
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L ack Of Skills On Demand Consultants
What do | do where? Maturity Model with progression

Too many tools to fix the  Clear set of tools to address your
same problem problems

Not enough skilled Coaching, Training and
expertise consultancy

www.nsc42.co.uk
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Application Security Challenges

Are your application secure??

The common theme around all those
Maturity Measurement breaches are

A maturity model that shows a roadmap to evolution and enable 1. Bugs in COde
you to assess where you are on your SDLC . Open source libraries

Consistency of assessment 3 3. APl without proper access
Ad-hoc inconsi - control

-hoc Iinconsistent assessment leaves holes and measuring _ _
progress is challenging 4. EXpOsed ap lications over

4 the web without

Visibility and data driven security remediatio assessment
What issue to fix first? Which one will make me mofe 5. Unknown vulnerable
vulnerable? answering those questions is key appllcatlons

Auditability and Standards 5

Standard don't mean your application is secure. To
have secure SDLC you need several pragmatic steps

Copyright © NSC42 Ltd 2020 m https.//uk.linkedin.com/in/fracipo www.nsc42.co.uk
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Application Security Solution offered

On Demand Appsec Consultants

Skills and consultancy Appsec Consultant available every month to
demystity findings

Application security is complex and no one solution fits all. In order

to execute and solve problem skilled developers are required

Evolution & Maturity

Maturity Measurement Maturity Model and framework that enables to
A maturity model that shows a roadmap to evolution and enable measure the evolution

you to assess where you are on your SDLC

3 Consistent Assessment

Consistency of assessment Maturity Matrix, Progression towards higher
Ad-hoc Inconsistent assessment leaves holes and measuring maturity, Program of work

progress is challenging

L : : - 4 Visualization of Vulnerabilities
Visibility and data driven security remediation Across the SDLC measurement of vulnerabilities

What issue to fix first? Which one will make me m(r and visualization with pragmatic reports

vulnerable? answering those questions is key

Auditability & Standards

Compliant and providing a consistent report
enable to keep auditor happy

Auditability and Standards 5

Standard don't mean your application is secure. To
have secure SDLC you need several pragmatic steps

Copyright © NSC42 Ltd 2020 m https://uk.linkedin.com/in/fracipo www.nsc42.co.uk @FrankSEC42
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Breaches in Number - appsec

Adversaries don't
need many
vulnerabilities - ONE
IS enough.

IS your business
equipped with the
right tools to react
fast enough?

Copyright © NSC42 Ltd 2020

Av Cost of data
Breach
3.03 m
Every N. Of Vuln per year
36 minutes 1400 vuln

A new security

As disclosed
vulnerability is identified

vulnerabillities

It takes It takes
150-180days 3-15 days

To fix a vulnerability To exploit a vulnerabillity

www.nsc42.co.uk



Methodology simple and nimble as 123

Integration [ SDLC Sec Review & Maturity CHECK

Maturity Assessment Posture Remediation

Measure the lever of maturity

Integrate Toolsets :
= Measure the lever of maturity

and assess the Evaluate the security of Review  Result,

status of maturity code and live apps Prioritize,

Remediate

Copyright © NSC42 Ltd 2020 m https.//uk.linkedin.com/in/fracipo www.nsc42.co.uk @FrankSEC42
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A validated methodology across our services

Your Protection is Our Success

OUR METHOD: AAP-RC

’@ X l% -

ANALYZE ASSESS PRIORITIZE REMEDIATE CERTIFY
Analyze the Recommend Agree SCope, Fxecute  the Review & Certify
posture & remediation Prioritize agreed

nighlight the path remediation

oroblems steps

www.nsc42.co.uk
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Our Partners

WEB APP TESTING OPEN SOURCE/LIBRARIES STATIC CODE ANALYSIS

otsparker (O sonatype

) acunetix

247 snyk CHECKMARX

ENVIRONMENT

e €2 Cloud Control

Check Point

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk



Shift Left - Meaning

Web App Testing Web App Testing

Dynamic Open Source Dynamic API Secure

Security APP library Se;l;';ty Testing

(DAST) Testing (DAST) (IAST)

Static Code Analysis
(SAST)

Code Design Code Testing Operation

Security Design Secure Build/Test Secure Operate

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk



Partner Network

Security Dashboard

otsparker QO sonatype

: CONTRAST
CHECKMARX f-\ QCuUNelIX H snyk SECURITY

Open Source

Dynamic

Static Code Analysis

(SAST) Web App Testing

Library
Testing

Code Design Code Testing
Operation Security

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk

Security APP
(DAST)




WEB APP — APPLICATION SECURITY OFFERING -

* Offering based on the enterprise

Copyright © NSC42 Ltd 2020

** Remediation Pricing Depends on the # of agreed Findings to fix

www.nsc42.co.uk

- - 12-25 days 28-56 days 63-100 days
Security Expert -Per Yea -
Ay Expertmrer Tedr 2-5 days (1-2 ppl) (2-3 ppl) (5 ppl)
Web Applications (FQDN) 5-10 20-35 50-75 100+
Portal + Portal + Portal +
Assess - Tools & report * Report continuous continuous Continuous
testing testing testing
. 1 per web + 1 per web 1 per web
MonthlyR t
onthly Kepor 1 per website Low False Pos.| + 1 Custom + 4 Custom
Annual Audit & Review % > 4 IV V.
Remediation** X X X v




Maturity Model Pillars

Governance & Oversight

p Risk Management Framework

Security Design Secure Build/Test Secure Operate

Cultural Change

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk



Maturity Model Visualization

OVERALL
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Nimble Application Das

High Vuinerabiity Medium Vuinerability

174862929

Number Of Projects (Repos)
1711

Number Of Files

779130

High Count Medium Count Average Lines Of Code Per File

26567 230000 224

01/16 02/01

min avg current total
Low Count Info Count HIGH 219K 251K 26.6 K 326.6 K

== MEDIUM 2039K 2193 K 230.0K 2.8514 Mil

4028 54 7 541 0 = LOW 3658 K 387.8K 4029 K 5.0410 Mil

INFO 652K 724K 754K 9409 K

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk
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Maturity Model Details
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Characteristics of the Maturity levels

Focus on process
improvement

Level 4 Processes measured

antitatively Managed and controlled

Level 3

Defined

Processes characterized for the

organization and is proactive.

(Projects tailor their processes from
organzation's standards)

Processes characterized for projects
and is often reactive.

Processes unpredictable,

poorly controlled and reactive

Copyright © NSC42 Ltd 2020



Fix the problem with technology — Where do you look

What do you look to assess”? Where do you look

=B¥eec§(cl|ési1£x%s§§>rs\x{|%¥ [ 4. AdminBuitin (3 ’ o O Policy Libraries Security

Per-Vulnerability
Alerts

12 323 13 64 0 91 539

Y» @ Dashboard / Newest Risk Violations New Versions Multiple Versions ~ Multiple Licenses Rejected In Use Per-Library Alerts

b}

@ Dashboard B Calculate Trends
<a

VIEWING NON-PROPRIETARY COMPONENT MATCH
RESULTS

> 2 0 - &= I : < G
APPLICATIONS POLICIES COMPONENTS . Exact Match 27 (87%) || Similar Match 3 (10%)

h OF 3 (67%) OF 14 (86%) OF 42 (74%) Unknown 1 (3%
2
== RISK Newest = By Component By Application
THREAT AGE APOLICY APPLICATION COMPONENT BUILD STAGE RELEASE OPERATE : = = 2 . )
rojects & Scans Managemest Usess & Teams Data Analysis TOp 10 PrOdUCtS (22) View A”
4 /n ;ec:”ty' 2 Prl'_s‘t':? pomcatcatainats 8 15 7h @ ' Product Projects Libraries Vulnerable Libraries Licenses
edium pplication =
p [> Full Scan [3+ Incremental Scan | Struts 29 127 18
3 7h Security- A Pristine tomcat:catalina:5.5.15 7h A NewProj 5 24 14
Low Application Scans History CRM_Prod 4 81 m 19
9 1d  Security- ATestScan org.mortbay jetty:jetty:6.1.15 1d oo P KSA 3 42 8
High T : Demo Product 2 328 31
SAST VUMEranmes staras SAST progress status Open Soi | My Product 2 36 9
X Jenkins Test 2 10 No Vulnerabilities 1
Hign Mea Low Recurren Previous Solved N Recurrent
- ig W\ Recurrent revi olves N Recuren ERP-1.0_Repo 1 318 20
i 300C 2524 ERP-1.0_Build 1 318 [ High: 12 |Med] ; 29
2400 EUA 2019 1 39 Medium: 1 9

o = Ehiri 82 Switch Dashboard ~ £ Options ~
800 1582
oUU ,
o 616 High 833 Mad 2324 Low
SecurityCenter Dashboard+  Analysis~  Scans~  Reporting~  Assets  Worklow~  Users~ 1 1
XenS = 1200 OWASP Top 10 - 90 Day Trend Analysis for High Severity Web Vulnerabilities
ensenver Status . 234 In} kil \
16 New £ New o No Known Vulnerabili Vulnerabl
616 New 834 New 2824 New 616 o Known Vulnerabilites  Vulnerable & Outdated
c
i 0 Recurri urri 600
XenSarver - Audit Vulnerabilities by GoGS Category XenServer- Top 10 Events 0 Recuri ng 0 Recur nng 0 Recur nng 500
Passed Failed 13 141 *
Jica informat \ s :
e iomten e I TR ) , 3 Total 2 Libraries
Apploaton nformaton e —— S —— 0 HIGH MED Low
Secure Configs T W T ew Analysis Res ,
Vuinerability Assessments .+ | ° &
Ports & Protocols .+ ¢« | g
Priilages 2 ] 0 4 ﬂ
§ 4 §
Monvareg & Loge ] / M\ = N
r: tvers PVS - Total BCOIPVS - Total [ COI Abuses - Totsl [ COI Abuses : XSS - Total [l Web Secvars - Totsl [l Web Secvers PVS - Totul
XenServer - Compliance Summary & 2076 Checkmary
Last Updated: Less than a minute ago
:i’;}“‘ XenServer- Vulnerability Summary
Medium OWASP Top 10 - Web App Result Indicator
mlow Plugin 1D Name
Rinfo
sysim Winerabities Expotae
1000729 XenSarver - List crash dumps | Hon ] 1 =
A1 - fcton 2 102 W T
1000738 XenServer - The hosts.deny fie biocks access by defautt m 1 a Scripting (XSS) 1" a7 2% I = High Web Wins Critical Web Vulns
<t Roference 7 19 [ e [ Last Updated: 3 minutes ago
1000738 XenSarver - The hosts.aiow file limits access to the local network [ Hon ] 1
iguration 136 209 [
1000740 XenServer - Identfy s ntwrk nterface o be used forsiorage sccess [ hgh | 1 Data Exposure 101 154 76% [ ONASETon 10 S \Weh Rt
XenServer - IP Summary e~ > 1000741 XenServer - Use a static IP on the storage network interface B 1 7 16 Web Intrusion Web Threatiist
4 !
1P Adrsss Scors ot Vunersblties 100072 XenServer - Disaiw Unplug datecton on the siorage network nteriace [ Hor | 1 ¢ ! e Web Stats Long Term Web Error Activity
A8 - Using Known Vulnerable Comp.. 0 0 NNM Detected Web Error NNM Detected Web Access
A0~ Unvaldated Recirects and For 0 0 TR ey Ao Wk Ao
1000744 XenServer - All natwork interfaces are operating i ful-cuplex mode 1 Lask Upidikec: 3 Firited igo 1S Web Error IS Web Access
1000745 XenSarver - Disable promiscuous moda on all network interfaces [ | 1 Last Updated: 3 minutes ago
OWASP Top 10 - Web Informational Vulnerabilities
1000746 XenSarver - Enable QoS on aif VM guests m 1
OWASP Top 10 - SQL Events and Vulnerabilities
1000752 XenServer - Host s enabled [ nen | 1 Plugin ID Name Family Severity Total
Suspiclous SQL User Database Dump Suspicious SQL Command Detection
1000753 XenServer - High availability is ensbled [ Hon | 1 1442 Web Server Detection Web Servers [Passive) ar1 T Suspicious SQL Query Detected
1000755 XenServer - Snapshots are not present “ 1 1724 Microsoft I1S Server Detection Web Servers [Passive) 406 SQL Intrusion Database Stats
SQL Error SQL Login Failure

Last Updated: Less than a minute ago
24260 HyperText Transfer Protocol (HTTP) Information Web Servers
N " '

XenServer - Best Practice Indicators 10107 HTTP Server Type and Version Web Servers m 238
[ info |

4667 Persistent Cookie Utilization Web Servers [Passive]

Last Updated: 2 minutes ago
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Program Results

Vulnerability Level Aug Sept
Overall 94%

" m m *
Reduction

viedium —)

15 -

High Vulnerability Trend

30

10 -~

Overall 46% Reduction

App 1 App 2 App 3 App 4 App 5

Top Fixes

29 Level SQL Injection Stored Cross Site Scripting Dead Code Not Exploitable

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk



Customer Journey — Cloud Security Assessments

Initial
Assessment Bronze

Base Assessment,

Unknown Security Size of

Cloud Assessment
Posture Assessment Walkthrough

Service Tier Silver/Gold/Plat Silver/Gold/Plat

Assessment & Recommend

Agree On toolset

Sizing Service Days

Onboard Client on Agree on the Munuged
the security remediation Services
analysis Platform (project work)

Agree on services
to be secured

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk



Our Other Services

We believe in an all rounded set of We offer a range of products within
services built on the need of our cybersecurity.

clients over the years and recognized

by the Cloud Security Alliance. Q} VCISO/INTERIM CISO

What differentiates our company from CYBER SECURITY STRATEGY

other consultancies is that we do what

we love and are customer focused. i@ CYBER SECURITY CONSULTANCY
Our company goes the extra mile in Ca CLOUD SECURITY

order to deliver solutions that are fit .

for purpose, effective and cost- "Q TRAINING/COACHING & EDUCATION

effective for your organization's risks

appetite. <j> APPSEC/DEVSECOPS CONSULTANCY

Copyright © NSC42 Ltd 2020 www.nsc42.co.uk



Contacts

NSC42

Thank you
Get in touch:

WHEN YOU ARE CYBERSAFE WE ARE CYBERHAPPY

2|6

m https.//www.linkedin.com/company/n
sc42-limited

Communications@nsc42.co.uk

| WwWwW.Nsc42.co.uk ‘

O l
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